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Policy

Mind in Ealing and Hounslow requires staff to respect information given by service users in confidence.  They will require staff to handle information about service users in accordance with the written procedure below, the requirements of the Data Protection Act 1998 and in the best interests of the service user.

A breach of confidentiality by any member of staff will be treated as a serious disciplinary event.

All senior managers of the Organisation have responsibility for implementing the Policy on Access to Service User files.

Procedures

1. Information will only be kept if it is required for some specific purpose.  Staff must ensure that it is adequate, relevant and not excessive for that purpose.  Information must be kept up to date too and accessible only to those staff who need it to carry out their work.

2. Written confidential information must never be left open for general view.  All confidential information must be kept in a secure area or locked in a storage cabinet except when actually in use.

3.
All obsolete confidential information will be stored securely and when the service user has left then kept for three years after the date of the last entry.  It must then be destroyed by shredding.

4.
Access to information contained within the computer system must be controlled by a series of passwords.  Each individual is responsible for their own password.  This must never be disclosed to anyone else either inside or outside the organisation.

5.
If a service user wishes to see their file they may do so in the presence of a member of staff.  The service user must give 7 working day’s notice to see their file.  This is so that the responsible manager can ensure that all third party information has been identified and that if permission has not been given by the author for disclosure of the information, then such permission has been sought.

6.
When a user requests to see information that has been withheld because it has come from a third party the responsible manager will send a letter to the third party with the service user’s request for access.  This request should be sent immediately on receipt of the request by the service user to see their file.

7.
When an advocate is acting for a service user it can be presumed that they have the same rights as the service user to see the file if all appropriate checks and consents have been made beforehand in the choice of that advocate.

8.
The Supporting People Team have the right to see the entire contents of a file of a Supported Housing Scheme tenant for whom they have financial responsibility.
9.
Third party information where permission to disclose is withheld cannot be released for sight by the service user.

10.
Files must not be removed from the Project except under the supervision of a worker for such things as case conferences and court cases.

11.
Staff in the Project will need to share information with each other so as to provide continuity of service.  Files will therefore be opened to them. New service users will be informed of this.  It should be made clear to service users that information on them will only be shared on a “need to know” basis and only in the service user’s best interest.
12.
In the event that the police have obtained an order to search a Project, they may be entitled to seize anything that may be evidence of an offence, including confidential and personal records of a service user.  The manager and if appropriate the Chief Executive Officer, should take steps to minimise the risk of access to records being obtained inadvertently during a police search.

13.
If the staff of the Organisation are contacted by telephone or in any other way by a service user’s family, friend or acquaintance who is seeking information, they must not pass on information or discuss the service user’s situation unless, if possible, the service user is able to give informed consent.  Where this is not possible the manager must be contacted for advice.

14.
To avoid breaches in confidentiality when workers are discussing service users amongst themselves or on the telephone or talking with a service user in the office, all workers must ensure that conversations are entirely private.

15.
Information on service users should never be left lying around. 

16.
Care must always be taken that no derogatory remarks are made about a service user on their file or in other recordings or in discussing personal facts about one service user with another.

17.
When a doctor approaches a worker for information about a service user the person approached must ensure that the doctor has a need to know for a specific purpose.  However if a service user is taken seriously ill and a doctor believes the service user’s life to be endangered if information were to be withheld, then having established this, the worker must pass the information on but inform the user (if this is possible) and the manager of the unit that they have done so.

18.
Partner agencies with a responsibility for the service user will be passed information if they have established with the manager that they have a need to know this particular piece of information.  The service user or their advocate must be informed.
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