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POLICY

All issues to do with confidentiality in Mind in Ealing and Hounslow must adhere to the organisation’s written Policies and Procedures and the Data Protection Act 1998 and be in the best interests of service users and staff.

The Trustees of the organisation are committed to this.  Any breach of the Confidentiality Policy and Procedure by any member of staff will be treated as a serious disciplinary offence and all managers have responsibility for implementing this Policy and Procedure.

This Policy and Procedure must be read in conjunction with the organisation’s Policy and Procedure on Access to Service User Files which relates to all confidentiality issues around service users.  This Policy and Procedure therefore concentrates on other confidentiality issues.

PROCEDURES

1. All post to service users marked private and confidential or personal and confidential should be directed to the individual concerned for their attention without it first being opened.  If the correspondence is for a service user who is deemed at a multi-disciplinary meeting to be unable to understand or action the correspondence then how it is dealt with must be the responsibility of the manager of the unit.

2. Written confidential information about any project, the organisation generally or its staff must never be left open for general view.  All confidential information must be kept in a secure area or locked storage except when actually in use.

3. All confidential files on staff who have left will be kept for five years and then destroyed by shredding.  Only brief statistical information will be kept in the future.

4. Access to information contained within the computer system must be controlled by a series of pass words.  Each individual is responsible for their own password which must never be disclosed to anyone else.  The Data Protection Act 1998 must apply to any data kept on a computer.

5.
No information about employees must be given to outside agencies without the employee’s consent except where a request for a reference is received and the employee knows the implications of the information to be sent or when an order is made by the court or where we are compelled by law to do so.
6.
A request for the address or telephone number of a current or former employee must never be given to a third party without that individual’s consent.  Even so you must tell the telephone caller that you will ring back and check the authenticity.
7.
Any reference given in confidence will not be shown to the individual concerned unless that person has given consent however the organisation operates a procedure of open references which should be honest and in all normal circumstances a copy of the reference should always be given to the staff member.

8. The organisation operates a yearly professional appraisal of staff and a monthly supervision appraisal.  Records of this are kept in a locked file at each project.  Access is only available to the manager of the project, more senior managers of the organisation and on a need to know basis the Chair and the Chair of the Human Resources Committee.
9. All employment application forms are confidential and any information on the form must not be disclosed or discussed except at an appropriate meeting set up for that purpose.  However unsuccessful applicants have a right to honest information as to why they were not successful.

10. Unsuccessful job application forms will be kept for twelve months and then destroyed by shredding.

11. Financial information about income and fees for service users is very confidential.  It may however be needed for the purchasers or indeed the service users themselves. Project Managers have overall responsibility for this but they cannot always be present.  There should therefore be written agreement between the Manager of a Project and a more Senior Manager of the organisation as to who has access to this information in the absence of the Project Manager.
12. A service user is entitled to be informed by the manager as to who has access to information on them.  It should be made clear to service users that staff will only share information on a service user on a “need to know” basis and only in the best interest of the service user.
13. A staff member has the right to have information on who has obtained confidential information about them.  Except as outlined in (8) and (9) above this would normally only be in the event of a police search.
14. Breaches of confidentiality will be subject to a disciplinary investigation.
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